P. LIPPINE NATIONAL OIL COMF Y
PNOC Building VI, Energy Center
Rizal Drive, BGC, Taguig City
Tel. No.: 8789 — 7662
www.philgeps.gov.ph / www.pnoc.com.ph
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REQUEST FOR QUOTATION / PROPOSAL

The PHILIPPINE NATIONAL OIL COMPANY (PNOC) through its Bids and Awards Committee
(BAC), invites all interested and PhilGEPS-registered suppliers / contractors / consultants
to submit quotations / proposals for the following company requirements:

Date : 26 February 2026

Project Title . Supply and Delivery of Network Firewall
Appliance with Software

Reference No. . 2026-02-015

Total ABC : Php 1,734,000.00

Submission Deadline : 10 March 2026/9:00 AM

Place of Delivery . PNOC-Main Office, BGC, Taguig City

Accomplished Price Quotation/Proposal and Compliance Form together with below
listed documentary requirements and information may be submitted via:

Electronic Mail; Portable Document Format (PDF) copy to email

or address: newprocurement@pnoc.com.ph
Physical Sealed envelope to PNOC Procurement
Submission Management Division at the above address

Documentary Requirements:

Mayor's/Business Permit

PhilGEPS Registration Number

Latest Annual Income/Business Tax Return

Omnibus Sworn Statement — Annex “A” (Unnotarized copy may

be submitted prior to submission deadline, but the notarized one shall be
submitted upon issuance of the Notice of Award)

e Price Quotation and Compliance Form

Additional Requirements:

e ICSA Labs Corporate Firewall Certification for the proposed product

e ISO/IEC 27001:2022 Certification of the manufacturer
e Certification from the Manufacturer of at least five (5) locally based certified engineers

dedicated to the proposed products.
° Product Data Sheet/Brochure

The PNOC reserves the right to accept or reject any or all quotations/proposals or parts
thereof, to waive formality therein or to accept such or to award any that are considered

most advantageous to the company.

For any clarification, you may contact the Procurement Management Division at (02) 8789-
7662 or send email to newprocurement@pnoc.com.ph / crgervacio@pnoc.com.ph.

Thank you.
ATTY. PHINE CASSANDRA J. CUI

Chairper
Bids a wards Committ
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PRICE QUOTATION / PROPOSAL AND COMPLIANCE FORM
Supply and Delivery of Network Firewall Appliance with Software

QTY | UOM | TECHNICAL SPECIFICATION/S | BRAND/MODEL UNIT TOTAL
PRICE AMOUNT
(P) (P)
Network Firewall Appliance
with Software
1 Lot

Please see attached Terms of
Reference

Total amount of ABC: Php 1,734,000.00

Delivery Schedule: | Within Thirty (60) Calendar Days upon receipt of the Notice to Proceed.

Delivery Place: PNOC-Main Office, BGC, Taguig City

Quoted price should be inclusive of VAT and all applicable taxes.

Awarding on per lot basis/one (1) lot.

TERMS OF REFERENCE

Category Feature Minimum Requirement

1RU rack-mount appliance (rack-mount kit

Form Factor included)

Physical

Interfaces

(Copper) Minimum 8 x 1GbE RJ45 ports

Physical

Interfaces (Fiber) |Minimum 2 x 10GbE SFP+ ports

1. Hardware Must utilize a dedicated hardware acceleration

architecture (e.g., custom-built security

Processor processors or flow-based accelerators) to

Architecture offload Layer 7 deep packet inspection and
TLS 1.3 decryption from the general-purpose
CPU

Storage Minimum 240 GB Internal SSD

Power Supply Internal AC power supply

Firewall

Throughput (Raw) |Minimum 30 Gbps

Full Security

Inspection Minimum 7 Gbps (with IPS and Application

2. Performance Throughput Control)

IPS Throughput Minimum 9 Gbps

SSL Inspection
Throughput Minimum 2 Gbps
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Category Feature Minimum Requirement
IPsec VPN
Throughput Minimum 25 Gbps
Concurrent
Sessions Minimum 11,000,000 sessions

User / Device
Capacity

Must support at least 500 concurrent active
devices or nodes without performance
degradation

3. Networking

Routing Protocols

Static, RIP, OSPF, BGP, Multicast

SD-WAN Features

Must support Dynamic Path Selection based
on real-time link health monitoring (jitter,
latency, packet loss) and application
identification.

Traffic Shaping
and QoS

User-based, group-based and IP-based
shaping, VoIP prioritization, DSCP marking
and enforcement

IPv6 Support

Must be officially certified for IPv6
compatibility with full dual-stack support.

4. Security
Features

TLS / SSL
Inspection

TLS 1.3 support with hardware acceleration

Deep Packet
Inspection (DPI)

Integrated IPS, Anti-Virus (AV), Web Filtering,
Application Control

Network Detection
& Response (NDR)

Must include integrated or interoperable NDR
capabilities to detect behavioral anomalies,
lateral movement, and internal threats
managed within the same vendor ecosystem.

Zero Trust Access

Must support identity-based access controls
and contextual verification for all internal and
remote access requests (ZTNA).

Zero-Day Threat
Protection

Cloud-based sandboxing and machine-
learning-based malware analysis

Automated Threat
Response

Must support a native telemetry sharing
mechanism between the network gateway
and endpoint agents to enable real-time, bi-
directional health status communication and
automated host isolation.

VPN Capabilities

IPsec (site-to-site) and SSL VPN (remote
access); supports Windows, macQOS, Linux,
i0S, Android; minimum 200 concurrent SSL
VPN users licensed and included

Authentication

Active Directory / LDAP, RADIUS, Multi-Factor
Authentication (MFA / 2FA)
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Category

Feature

Minimum Requirement

Web Protection

Must include Search Engine Content Filtering
(SafeSearch), HTTPS inspection and URL
Filtering

Application
Control

Granular, application-aware traffic control and
policy enforcement

DNS Security

Real-time DNS filtering to block malicious
domains, DNS tunneling detection, and DGA
(Domain Generation Algorithm) protection.

Command and
Control (C2)
Callback Detection
and Prevention.

Dynamic database to block Command &
Control (C2) communications and prevent
compromised internal assets from Outbound
Callbacks

Advanced Anti-
Phishing

Al-powered analysis of email links and web
pages to detect credential-stuffing and look-
alike phishing domains

5. Management
and Monitoring

Management
Interface

Natively integrated, centralized management
platform capable of consolidating
administration for firewall, endpoint, server,
email, and mobile security within a single
interface. All configurations must be managed
from this central dashboard to ensure policy
consistency across the security ecosystem.

Reporting

On-box or cloud-based reporting: traffic
analytics, security events, user activity,
threats, blocked applications

Logging

Syslog support and cloud logging capability

6. Compliance

Industry
Certifications

The proposed product must hold a valid ICSA
Labs Corporate Firewall Certification;
Manufacturer must hold ISO/IEC 27001:2022
certification.

7. Licensing,
Support, and
Warranty

Security /
Protection Bundle

One-year (1) comprehensive security
subscription that fully enables all hardware
acceleration capabilities and security services
defined in the technical specifications

Support and
Warranty

One-year (1) hardware warranty with 24x7
global TAC, 8x5 local support, NBD advanced
replacement, full firmware updates, and
scheduled quarterly health check reports.

8. Technical
Services and
Implementation

Deployment and
Configuration

Initial setup and hardening; configuration of
LAN, WAN, DMZ, and VPN zones; firewall
policies, NAT rules, and SD-WAN routing

Security Profiles
Setup

Configuration of IPS, Web Filtering,
Application Control, and SSL/TLS inspection
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Category Feature Minimum Requirement

The bidder must have at least five (5) locally
based, certified engineers dedicated to the
proposed products to ensure immediate on-
site and remote technical support.

Technical Services

Performance and functionality testing; User

Testing and Acceptance Testing (UAT) to verify throughput
Acceptance ;

and feature compliance
Knowledge Administration training for PNOC five (5) MIS
Transfer personnel

9. Delivery

Within sixty (60) calendar days from receipt

Delivery Period of the Notice to Proceed (NTP).

TERMS AND CONDITIONS

Payment Terms: Government Terms - full payment upon completion of
delivery/implementation, or subject to the conditions specified in the Scope of
Works/Activities or Terms of Reference.

All entries shall be typed or written in a clear legible manner.

Bidder shall offer one (1) bid only. Alternative bids shall be rejected.

All prices offered herein are valid, binding and effective for THIRTY (30) calendar days
upon issuance of this document.

As a general rule, price quotations to be denominated in Philippine Peso shall include
all taxes, duties and/or levies payable.

In case of tie quotations, tie breaking shall be on draw lots or toss coin.

In case supplier pro forma quotation is submitted, conditions will be governed by the
submitted signed Terms of Reference / Technical Specifications Sheet.

During evaluation of quotation/proposal, the project proponent may require
additional documents to verify, validate and ascertain the compliance of the
supplier/contractor or consultant.

Liquidated damages shall be imposed pursuant to Section 71.1.4 of RA 120089.

We undertake, if our Proposal is accepted, to supply/deliver the goods/services in
accordance with the specifications and/or delivery schedule.

We agree to abide by this quotation/proposal for a period of thirty (30) calendar days,
which is the price’s validity period and it shall remain binding upon us and may be
accepted at any time before the expiration of that period.

Until a Contract or a Purchase Order is executed, this Quotation/Proposal shall be

binding upon us. We understand that you are not bound to accept the lowest or any
Proposal you may receive.

Signature over Printed Name

Designation / Position

Name of Organization
Address
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Telephone/Mobile No.

Email Address

TIN

PhilGEPS Registration Number

INSTRUCTIONS AND PROCEDURES FOR ONLINE SUBMISSION OF
QUOTATIONS/PROPOSALS FOR SMALL-VALUE PROCUREMENT

1. Interested bidders must submit proposal/quotation in portable document format (PDF)
file via email address newprocurement@pnoc.com.ph

File format should be:

RFQREFERENCENO_NAME OF THE COMPANY.pdf
Example: RFQ202401001_XYZCompany.pdf

Note: RFQ Reference Number is located at the front page of the request for quotation.

Email Format Instructions:

a. The subject line must indicate the RFQ Reference Number
b. The email body must include the following details:

i. Project Title

ii. Name of the company and its authorized representative

iii. Contact details such as telephone/mobile number and email
address

Proposal/quotation must be in a PDF file only and must not exceed 25 MB.

2. Bidders will be immediately notified via email of the receipt of the proposal/quotation.

3. Proposal/quotation submitted late based on system timestamp will be automatically
disqualified.

4. A bid opening will take place immediately after the deadline through video
conferencing. The meeting link will be sent to participating bidders upon request.

5. Upon opening, the BAC shall verify the presence or absence of the specified

requirements in the quotation/proposal. All eligible quotations/proposals will undergo
further evaluation.

6. The award of contract shall be made to the Lowest Calculated Responsive Quotation
or Highest Rated Responsive Bid, which complies with the minimum technical

specifications and other terms and conditions. The result will be posted on the website
and the official social media sites of PNOC.
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Annex A

Omnibus Sworn Statement Form
[Note: The duly accomplished form shall be submitted with the Bid]

REPUBLIC OF THE PHILIPPINES )
CITY/MUNICIPALITY OF ) Si5:

OMNIBUS SWORN STATEMENT

I, [Name of Affiant], of legal age, [Civil Status], [Nationality], and with residence at [Address of
Affiant], after having been duly sworn in accordance with law, do hereby depose and state that:

1. Select one, delete the others:

e [f sole proprietorship: | am the sole proprietor or authorized representative of [Name of Bidder]
with office address at [Address of Bidder],

e If partnership, corporation, cooperative, or joint venture: | am the duly authorized and
designated representative of [Name of Bidder] with office address at [Address of Bidder],

o If individual consultant not registered under a sole proprietorship, in case of Consulting

Services: | am the individual consultant or authorized representative of [Name of Bidder] with
office address at [Address of Bidder],

2. Select one, delete the others:

o [f sole proprietorship: As the owner and sole proprietor or authorized representative of [Name
of Bidder], | have full power and authority to do, execute and perform any and all acts
necessary to participate, submit the bid, and to sign and execute the ensuing contract for
[Project Title] of the [Name of the Procuring Entity][insert “as supported by the attached duly
notarized Special Power of Attorney” for authorized representative],

e [If partnership, corporation, cooperative, or joint venture: | am granted full power and authority
to do, execute and perform any and all acts necessary to participate, submit the bid, and to
sign and execute the ensuing contract for [Project Title] of the [Name of the Procuring Entity],
as supported by the attached duly notarized Special Power of Attorney, Board/Partnership
Resolution, or Secretary’s Certificate, whichever is applicable;

e If individual consultant not registered under a sole proprietorship, in case of Consulting
Services: As the individual consultant or authorized representative of [Name of Bidder], | have
full power and authority to do, execute and perform any and all acts necessary to participate,
submit the bid, and to sign and execute the ensuing contract for [Project Title] of the [Name

of the Procuring Entity], as supported by the attached duly notarized Special Power of
Attorney for authorized representative;,

3. [Name of Bidder] is not “blacklisted” or barred from bidding by the Government of the Philippines
or any of its agencies, offices, corporations, or Local Government Units, foreign
government/foreign or international financing institution whose blacklisting rules have been
recognized by the Government Procurement Policy Board; by itself or by relation, membership,
association, affiliation, or controlling interest with another blacklisted person or entity;
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Each of the documents submitted in satisfaction of the bidding requirements is an authentic copy

of the original, complete, and all statements and information provided therein are true and
correct;

. [Name of Bidder] is authorizing the Head of the Procuring Entity or its duly authorized
representative(s) to verify all the documents submitted,;

Select one, delete the others:

e If sole proprietorship : The [Name of Bidder] and its spouse are not related by consanguinity
or affinity up to the third civil degree to the Head of the Procuring Entity, Procurement Agent
(if engaged), or the End-User or Implementing Unit, project consultants, head of the Project
Management Office, or the members of the Bids and Awards Committee (BAC), the Technical
Working Group, and the BAC Secretariat;

o [f partnership : The partnership itself and the partners of [Name of Bidder] are not related by
consanguinity or affinity up to the third civil degree to the Head of the Procuring Entity,
Procurement Agent (if engaged), or the End-User or Implementing Unit, project consultants,
head of the Project Management Office, or the members of the Bids and Awards Committee
(BAC), the Technical Working Group, and the BAC Secretariat;

o [fcooperative: The cooperative itself and members of the board of directors, general manager,
or chief executive officer of [Name of Bidder] are not related by consanguinity or affinity up to
the third civil degree to the Head of the Procuring Entity, Procurement Agent (if engaged), or
the End-User or Implementing Unit, project consultants, head of the Project Management

Office, or the members of the Bids and Awards Committee (BAC), the Technical Working
Group, and the BAC Secretariat;

e [f corporation, or joint venture: The corporation or joint venture itself, and officers, directors,
controlling stockholders and beneficial owners of [Name of Bidder] are not related by
consanguinity or affinity up to the third civil degree to the Head of the Procuring Entity,
Procurement Agent (if engaged), End-User or Implementing Unit, project consultants, head
of the Project Management Office, or the members of the Bids and Awards Committee (BAC),
the Technical Working Group, and the BAC Secretariat;

o If individual consultant not registered under a sole proprietorship, in case of Consulting
Services: The individual consultant and its spouse are not related by consanguinity or affinity
up to the third civil degree to the Head of the Procuring Entity, Procurement Agent (if
engaged), End-User or Implementing Unit, project consultants, head of the Project
Management Office, or the members of the Bids and Awards Committee (BAC), the Technical
Working Group, and the BAC Secretariat;

7. ltis understood that failure to faithfully disclose its relationship with the Head of the Procuring
Entity, members of the BAC, the TWG, and the BAC Secretariat, the head of the PMO or the
end-user unit or implementing unit, and the project consultants of the Procuring Entity, or of
the procurement agent by consanguinity or affinity up to the third civil degree, as well as its
submission of beneficial ownership information containing false entries shall be subject to
blacklisting under Section 100 of the Implementing Rules and Regulations (IRR) of Republic

Act (RA) No. 12009, without prejudice to criminal and civil liabilities under applicable laws,
including their accessory penalties, if any.

Select one, delete the rest:
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8.

9.

e In case of corporations: [Name of Bidder] declares its beneficial ownership information
consistent with its updated General Information Sheet or Beneficial Ownership Declaration
Form or any other document duly submitted to the SEC and has maintained a valid and

updated file therein in compliance with Sections 20.2.9.1, 81, and 82 of the IRR of RA No.
12009.

e In case of Foreign Bidders: [Name of Bidder] submitted an appropriate equivalent document
in English issued by the country of the bidder concerned in accordance with Section 20.2.9.2
of the IRR of RA No. 12009.

[Name of Bidder] complies with existing labor laws and standards; and

[Name of Bidder] is aware of and has undertaken the following responsibilities as a Bidder:

a) Carefully examine all of the Bidding Documents;

b) Acknowledge all conditions, local or otherwise, affecting the implementation of the Contract;

c) Made an estimate of the facilities available and needed for the contract to be bid, if any; and

d) Inquire or secure Supplemental Bid Bulletin(s) issued for the [Project Title].

10. [Name of Bidder] did not give or pay directly or indirectly, any commission, amount, fee, or any

form of consideration, pecuniary or otherwise, to any person or official, personnel or
representative of the government in relation to any procurement project or activity.

11. In case advance payment was made or given to [Name of Bidder], failure to perform or deliver
any of the obligations and undertakings in the contract shall be sufficient grounds to constitute
criminal liability under existing laws.

IN WITNESS WHEREOF, | have hereunto set my hand this __ day of __ , 20__ at
, Philippines.
Duly authorized to sign the Bid for and behalf of:
[Insert Bidder's Name]
[Affiant’s Signature over Printed Name]
[Position/Designation]
[Date]
JURAT
SUBSCRIBED AND SWORN to before me this day of [month] [year] at [place of execution],

Philippines. Affiant/s is/are personally known to me and was/were identified by me through competent
evidence of identity as defined in the 2004 Rules on Notarial Practice (A.M. No. 02-8-13-SC). Affiant/s

exhibited to me his/her [insert type of government identification card used], with his/her photograph and
signature appearing thereon, with no.
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WITNESS MY HAND AND SEAL this ___ day of [month] [year].

NAME OF NOTARY PUBLIC

Notarial Commission No.

Notary Public for until

Roll of Attorneys No.

PTR No. __, [date issued], [place issued]
IBP No. __, [date issued], [place issued]

Doc. No.
Page No.
Book No.
Series of
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